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Types of Data collected

Among the types of Personal Data that the Bot collects, by itself or through third
parties, there are: Usage Data, Discord ID; Image Files.

Users are responsible for any third-party Personal Data obtained, published or
shared through the Bot.

Mode and place of processing the Data

Methods of processing

Arin takes appropriate security measures to prevent unauthorized access,
disclosure, modification, or unauthorized destruction of the Data.

The Data processing is carried out using computers and/or IT enabled tools,
following organizational procedures and modes strictly related to the purposes
indicated. In addition to Arin, in some cases, the Data may be accessible to certain
types of persons in charge, involved with the operation of the Bot (administration,
marketing, legal, system administration) or external parties (such as third-party
technical service providers, hosting providers, IT companies, communications
agencies) appointed, if necessary, as Data Processors by Arin. The updates list of
these parties may be requested from Arin at any time.

Place
The Data is processed at third party operating datacenters, located within the
European Union.

Depending on the User’s location, data transfers may involve transferring the
User’s Data to a country other than their own.

Retention time

Unless specified otherwise in this document, Personal Data shall be processed
and stored for as long as required by the purpose they have been collected for
and may be retained for longer due to applicable legal obligation or based on the
Users’ consent.
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The purposes of processing

The Data concerning the User is collected to allow the Owner to provide its
Features, comply with its legal obligations, respond to enforcement requests,
protect its rights and interests (or those of its Users or third parties), detect any
malicious or fraudulent activity, as well as the following:

The services contained in this section enable Arin to monitor and analyze web
traffic and can be used to keep track of User behavior.

Analytics

Hosting and backend infrastructure

This type of service has the purpose of hosting Data and files that enable the Bot
to run and be distributed as well as to provide a ready-made infrastructure to run
specific features or part of the Bot.

Some services among those listed below, if any, may work through geographically
distributed servers, making it difficult to determine the actual location where the
Personal Data are stored.

Contabo (Contabo GmbH)
Contabo is a hosting and backend service provided by Contabo GmbH.

Personal Data processed: various types of Data as specified in the privacy policy
of the service.

Place of processing: Germany

Infrastructure monitoring

This type of service allows Arin to monitor the use and behavior of the Bot’s
components so its performance, operation, maintenance and troubleshooting can
be improved.

Which Personal Data are processed depends on the characteristics and mode of
implementation of these services, whose function is to filter the activities of the
Bot.
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Registration and authentication
By registering or authenticating, Users allow the Bot to identify them and give
them access to dedicated services.

Depending on what is described below, third parties may provide registration and
authentication services. In this case, the Bot will be able to access some Data,
stored by these third-party services, for registration or identification purposes.

Some of the services listed below may also collect Personal Data for targeting and
profiling purposes.

Discord
Social features

Users may have public profiles that other Users can display. In addition to the
Personal Data provided, this profile may contain Users’ interactions with the Bot.

Personal Data processed: Discord ID; Image Files

Traffic optimization and distribution
This type of service allows the Bot to distribute its content using servers located
across different countries and to optimize their performance.

Which Personal Data are processed depends on the characteristics and the way
these services are implemented. Their function is to filter communications
between the Bot and the User’s browser, desktop or mobile application.

Considering the widespread distribution of this system, it is difficult to determine
the locations to which the contents that may contain Personal Data of the User
are transferred.

Cloudflare (Cloudflare Inc.)
Cloudflare is a traffic optimization and distribution service provided by Cloudflare
Inc.

The way Cloudflare is integrated means that it filters all traffic through the Bot,
i.e., communication between the Bot and the Hosting and backend infrastructure,

while also allowing analytical data from the Bot to be collected.

Personal Data processed: various types of Data as specified in the privacy policy
of the service.

Place of processing: United States



